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Abstract

As businesses scale in size, traditional deployments of wireless networks become more complex, more costly and less secure. In addition, users
expect the ability to roam between access points, and as new applications like Wi-Fi VolP are implemented, they will require the ability to roam
seamlessly. Wireless switching models address all of these issues. Wireless switching delivers seamless roaming and the true user mobility that
wireless communications promise, and plays a critical role in preserving and enforcing consistently strong security policies across business
networks, while greatly simplifying the management of the wireless network.

Unlike traditional wireless networks, the wireless switching model offers a user-based approach to administration policy - as opposed to policy
tied to ports, addresses or SSIDs. This puts the network administrator back in charge, with a centralized console for managing and troubleshooting
any contingency. Businesses that need to offer users a secure, reliable, mobile connection - without multiple log-ins and dropped connections -
need to examine weaknesses in their existing wireless infrastructure and consider upgrading to a wireless switching solution. This solution brief
examines existing Wi-Fi challenges and the new protection and capabilities that wireless switch technology provides.
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Wireless Switching Technology

The latest wireless switching technologies offer an overlay design
solution. The network architecture of the wired network is
independent of the wireless network, which lies on top of the
wired infrastructure. If you have switches from a major brand
name, for example, you can easily overlay a WLAN switch and offer
wireless security that rivals the wired segment of the network.

The integration is seamless, and you gain a number of previously
unavailable advantages, including:

¢ Mobile Connectivity from AP to AP that is transparent
to the User

¢ User-Level Authentication and Encryption

e Control over 802.11 Packets

e Centralized AP Management

e Automated Event and Alert Management

¢ Robust Defense against Rogue AP Installations
and Rogue Users

e Quality of Service (QoS) Control

e Seamless Roaming Capable of Supporting
New Voice over WLAN (VoWLAN) Applications
on one switch

Wireless switches are used in conjunction with standard wired
switches. This is an important distinction for businesses large and
small, because even if you have standard Ethernet switches installed,
you can still overlay WLAN switches without compromising the
integrity of the original wired infrastructure.

Wireless APs link directly to wireless switches and through the
existing wired network - across Layer 2 and even Layer 3 boundaries.
So with a WLAN, security functions, like encryption, authentication and

access control, follow users as they roam. Wireless data is protected
by authentication and encryption measures at both layer 2 and layer 3.

Users stay connected because Layer 2 and Layer 3 switching on the
wireless switch allow them to move between Access Points (APs),
VLANs and subnets. The wireless switch makes a transparent
connection with the existing wired network. The transition between
APs is invisible to the user.

Businesses can opt for encryption at layer 2, layer 3, or both, and
they can apply different encryption policies to different users and
groups. This is different than the common VPN approach, which
slows performance as it scales. The wireless switch centralizes
encryption at the switch to maintain high performance levels, using
"thin" APs. In "fat" AP scenarios, where the APs encrypt at each
installation, performance, flexibility, manageability, and security suffer.

The thin APs of the wireless switch model perform only transceiver

and air monitoring functions. The WLAN switch sees the AP as an
extended access port rather than another intelligent processing unit.
The AP acts as a dumb terminal and a beacon that is smart enough to
notify the switch when unauthorized users or rogue APs enter the scene.

Traditional Wireless Deployment Issues

Wireless Network Management

Most wireless networks in use today know very little about the airwaves
around them. APs are not smart enough to collect information about
rogue users, rogue APs or general network traffic. On the other hand,
they are just smart enough to be a security threat. Each AP hanging

off of the wired network is a potential entry point for intruders using
commonly available encryption cracking software (if encryption is
enabled at all). If the only thing between rogues and the internal
network is an SSID and a weak WEP key, the network will eventually be
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Seamless, secure roaming - users stay connected as they roam, with a single secure login. Allows users of voice over WLAN
the freedom to move throughout the facility without dropped calls.
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compromised. Without the proper security in place, rogue users can
challenge the AP all day long without anyone being the wiser. Once a
rogue gains access to the wireless network, there is no security
intelligence that can recognize the rogue client, and the rogue has now
bypassed the firewall. The AP says "here is a client with the right
credentials" and then opens the door to the castle.

Keeping authentication on individual APs potentially weakens

access control, and greatly complicates management. What is needed
is a centralized system that recognizes invasive airwave events at

all the AP nodes, and manages all AP configurations.

RF Spectrum Management

Traditionally, "fat" APs listen to the RF spectrum to try to find a clear
channel, but they do not cooperate to optimize the use of the spectrum,
because they operate individually, so coordination is difficult. Since
there is no centralized coordination, the RF spectrum is often used
inefficiently with multiple APs operating on overlapping channels. In
addition, power levels of individual APs are not tuned to optimize
coverage, and typically, all APs operate at their highest power setting,
potentially causing unwanted interference.

Wireless Intruders

Without the ability to detect rogue users or intruders, traditional
wireless APs can be quite challenging to manage. Network
administrators need to know and control the location and identity
of all users on their LAN. They need to know how many users are
on a particular AP, and they need the ability to examine the activity
of each user when security concerns arise.

This is why a user-based (rather than port-based) system is
preferable. User information can be tracked with a WLAN switch,
and policies that govern who can do what (and where) while
roaming wirelessly can be easily implemented. A secure WLAN
system follows the users and knows who they are, so it is much
easier to locate rogues when they appear on the scene.

By the same token, unauthorized wireless APs can be easily
identified. Whether these are placed by inexperienced employees
or intentionally by malicious network attackers, they present a
severe security risk, since an unsecured AP potentially provides
direct access to the corporate LAN to strangers outside the facility.
The fact is - unsecured, unaccountable APs present a weak link
that punch a hole in the security infrastructure, the same as if
users were allowed to open ports on the corporate firewall at will.

Physical Access

Without centralized management and control, APs can be swapped out
with illicit equipment. If there's no security layer between the AP and
the existing wired network, a new, illegal AP can be swapped in and
compromise the rest of the network. When an AP needs to be replaced,

configuring the replacement device can be very time-consuming and
error prone.

Roaming Across APs

One of the most user-visible benefits of wireless switching is
secure, reliable, mobile connections - without multiple logins, while
roaming across multiple APs. Seamless roaming requires user-
based policies and authentication, as well as coordination between
APs. Without centralized management and coordination of APs like
that provided by wireless switching, this is not possible. With new
technology like Wi-Fi Phones, seamless roaming is not just a "nice-
to-have" feature, but also a requirement for user satisfaction. In
more complex settings, users may need to roam between different
APs, subnets and VLANS. If a wireless system forces users to
manually re-authenticate as they "hand off" between multiple APs,
then its value diminishes significantly.

Access points do not really "roam", they essentially reconnect and
reauthenticate at each AP hand-off. It is the Wireless Switch that
makes this process appear seamless to the user. Without the
capability for seamless roaming, the wireless LAN loses much of
the benefit of mobile flexibility, especially with newer technologies
like VOWLAN applications (or wireless VolIP like that used in the Wi-
Fi Phone). A VoIP call would drop at every AP hand-off, making
mobility an empty promise. What is needed is transparent,
seamless roaming - where the client device maintains the same IP
address as it goes from AP to AP. WLAN switch specifications call
this "fast roaming."

Benefits of Wireless Switching

With the right WLAN model, network administrators can centrally control
authentication and encryption, manage VLAN groups, enforce roaming
policies, and maintain tight control over quality of service (QoS) traffic.
Each client is tracked by user identity, rather than by port, device

or approximate location, making the environment more secure and
intruders much more visible. Also, Wireless Switching greatly enhances
the security of the corporate LAN by detecting and eliminating Rogue
APs and users. In turn, businesses can offer users more secure, reliable,
seamless and flexible wireless connectivity options without burdening
them with numerous authentication exercises.

Centralized Management Infrastructure

With a WLAN switch, centralized management puts the network
administrator in control of AP configuration, software images sent to
each AP, and data flow throughout the wireless network. Most
importantly, there are fewer devices (APs) to manage directly.

Every security, support, and filtering function is managed from one
console, on one secure device (the switch itself). The administrator
can provision each AP from one location, and efficiently organize and
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manage the network. As a result, rogue users and APs are detected
and eliminated, as are many DoS and man-in-the-middle attacks.

All the common configuration items are downloaded from the
Wireless Switch to each AP, so IT personnel can keep configuration
policies consistent and easily update new switches. When an AP
connected to the WLAN switch is booted up, the switch immediately
sends the correct configuration settings. Any changes thereafter are
updated centrally from the switch and uploaded to each AP. If an AP
fails, the plug-and-play model takes over. Network administrators
plug in a new AP, and it is automatically discovered by the switch
and configured accordingly. WLAN switches can also provide Power
over Ethernet (PoE) to the APs. No one needs to touch the AP itself -
ever (unless replacing a failed AP).

Robust Security

Since all user and management information is stored at the switch
rather than at distributed AP nodes, security with a WLAN switch is
much tighter. The design features an intelligent switch with thin AP
clients. The APs can provide useful security data back to the
switch, but they're not open to local manipulation.

Physical Security

The WLAN switch model is superior to the old paradigm, because
traditional APs compromise security in a physical sense. If APs are
stationed on desks, walls or ceilings, attackers or intruders can
swap them out with different, compromised equipment, or
manipulate security information at the source. With a swapped out
AP, they could meddle with sensitive information from a distance,
outside the building or even down the block. The WLAN switch
brings all security functions into the secure, guarded wiring closet
environment where sensitive equipment can be watched by
security cameras and locked up after hours.

Protection from Rogue APs

Most APs designed for the WLAN switch model continuously scan
802.11a and 802.11g bands and their associated channels to uncover
rogue APs. They can also be set for scheduled channel scanning. If a
rogue AP is detected, the closest AP launches RF countermeasures
by spoofing 802.11 control messages. This prevents clients from
communicating, associating and authenticating with a rogue. These
advanced APs also self-tune and adjust for optimal RF settings.

Local Key Management

At the switch, WLAN equipment handles encryption for a variety of
protocols, including dynamic WEP, WPA (TKIP), WPA2 (AES) and SSL.
The switch generates master and session keys while providing key
management functionality for each encryption technique. The switch
also manages the authentication process, providing a more efficient
and robust interface to the 802.1x authentication servers.

Guest Traffic Tunneling

WLAN switches can also tunnel guest traffic so that outside users
are allowed access to the Internet but not to the company Intranet.
The corporate firewall remains intact while guests enjoy secure
Internet connectivity. As with any other WLAN user, guest access
sessions are encrypted, and the guests are protected from the
Internet by a firewall.

Authentication and Over-the-Air Data Encryption

Unlike their fat AP precursors, WLAN switches "lock the air" by
blocking unauthorized APs, authenticating mobile users and
encrypting airborne data. They automatically terminate
communications to and from unauthorized APs then erect what is
essentially a wireless firewall that scans the various wireless
channels for suspicious activity. That firewall enforces access
control policies based on individual user settings, protecting both
the wired infrastructure and the wireless users. Attacks from AP
impersonation, denial of service (DoS), man-in-the-middle, and
flooding are all prevented. Data encryption and authentication
measures at layer 2 and 3 lock up the air even further.

More Efficient Access Control

Access control policies are enforced on a per-user basis with WLAN
switches, where policy management and processing occur on the
switch. That takes pressure off of the distributed APs and centralizes
query activity onto the high-performance switch. Authentication and
authorization is offloaded from the AP, which improves security but
also reduces complexity. The switch assigns and enforces per-user
authorization policies that are managed centrally from a back-end
Authentication, Authorization, & Accounting (AAA) server. These
authorizations include virtual private group membership, personal
firewall filters, time-of-day/day-of-week access, encryption type, and
location-specific policies. With a WLAN switch, the number of APs
making requests to the AAA server is reduced by a factor of 8 to 1.
The old AP model required that each AP be configured to use an AAA
server for authentication. The AAA server would then process
requests from each of the APs. In a wireless switching scenario, the
switch makes the queries and requests to the AAA server and can
cache information instead of making redundant queries to the AAA
server. The AAA server processes requests from a single client (the
switch) instead of multiple clients (the separate APs).

WLAN switches can back up a centralized AAA server by performing
local AAA authentication (including 802.1X ). They can cache and
aggregate AAA sessions, thus offloading the AAA server. The
switches support multiple AAA server groups and can load-share
across multiple AAA servers or within a server group. Transport
Layer Security (TLS) operations can be offloaded from an AAA server
as well, reducing the traffic load by 80%. Finally, WLAN switches can
also generate and manage X.509 digital certificates.
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Automated RF Management

WLAN switching automates wireless network management. Switches
enable the tracking and management of detailed per-user session RF
accounting statistics, for example. Session information includes but
is not limited to:

e | ocation e Errors

¢ Roaming History e Usage

e Virtual Private Group e Name

e Network Addresses e Session

e State e VLAN

e Activity e User Group

The information provides a comprehensive per-user audit trail and
charge-back capability by using the accounting component of AAA.
In addition, network administrators can automate the control of
power and channel settings on each AP from the switch. For
example, if an AP fails, the switch will automatically increase
power or change channel settings on a neighboring AP to
compensate for the loss.

The same level of management applies to traffic load and
performance balancing. The WLAN switch can dynamically adjust
network and user loads, bandwidth, and quality of service (QoS) as
demands shift and the environment changes. Failure events are
automatically recognized. Since AP configurations are stored on
the WLAN switch, failed APs can be replaced with a minimum of
effort. The WLAN switch automatically recognizes failure events,
notifies the proper administrator, and correctly configures the new
AP when it is connected.

Identity-Based Mobility

The identity-based mobility model offered by WLAN switches
makes it easy to follow users, manage groups, control roaming
policies, and audit activities. This provides useful flexibility without
compromising security. The key is that authorizations follow the
user rather than the network. For starters, the AAA framework
eliminates the need to change IP addresses. Unlike alternative
wireless strategies, there is no need to modify the wired network
or add VLANs with the WLAN switching model. The switch uses
802.1X authentication to map users to their VLANS, so the user's
location and activity is always known. The authorization profile is
connected to the user login rather than a physical port. With

that comes a great deal of information about user policy and
permissions.

The same logon used for wired authentication is used for wireless.
Whether the user is wired or wireless, everyone's IP address
originates from the same DHCP server. In contrast, NAT appliances
change IP addresses constantly as users move.

Connectivity is seamless and transparent to the user. Only the
switch knows whether a user has jumped from the wired network
to a wireless AP or from AP to AP. VLAN memberships are the
same, access rights stay the same, and authentication data is
safely secured in the AAA server.

Network administrators can create virtual private groups to
separate various user populations and filter their access based on
security or activity. Group access can be managed by any number
of attributes, including:

e Personal Firewall Filters

e Encryption Types

¢ QoS Parameters

e Access Schedules

e Seamless or Controlled Roaming

With roaming, for example, some users can roam anywhere with a
single login, while others are restricted by more detailed roaming
profiles. Guests can be treated as a special user group, so that they
are allowed access to the Internet and possibly printers, but are
prevented from accessing the corporate LAN so that security is not
put at risk.

D-Link provides a wide range of products to create a
state of the art business-class network, including Wired
and Wireless Switches and Access Points.

For more information ahout business solutions from D-Link, please
visit the D-Link website at http://www.dlink.com/at-work, or contact
D-Link directly: 800-326-1688.
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